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ABSTRACT
The banks are financial institutions that are always at high financial risks such as money laundering, terrorist 
financing, identity theft, cybercrimes, smuggling, illegal financing of weapons and drugs, corruption, 
bribery, and other financial crimes. To combat these financial crimes, the banks implement Anti-Money 
Laundering to combat financial crimes like money laundering and Counter Terrorist Funding procedures to 
combat terrorist financing.  In addition, the banks also implement compliance and diligence procedures such 
as Know Your Customer and Customer Due Diligence which helps the banks to identify the actual details of 
their customers to ensure privacy, financial stability, integrity, and transparency of the banks. The banks 
implement Anti-Money Laundering/Counter-Terrorist Funding/Know Your Customer/Customer Due 
Diligence procedures and for that they screen transactions of the customers. However, the banks sometimes 
generate false positives and automated results that can negatively impact the customer satisfaction and 
service. These screenings can disrupt the trust between the stakeholders of the banks and customers and 
further impact the banks brand image and competitive advantage. Hence, the primary aim of the current 
research is to analyse the challenges in transaction screening for online money transfers and its effect on the 
customer experience in the UAE. In regard to this, the research aimed to achieve research objectives such as 
identifying the challenges in transaction screening for online money transfers, analysing the current risk 
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management practices, quantifying the customer experience that is affected by the challenges in transaction 
screening, and recommend approaches that can be implemented in the UAE bank for efficient transaction 
screening. To meet the objectives, the researcher conducted quantitative research in which a survey was 
distributed to collect data. After the data collection from 50 respondents, descriptive analysis was conducted 
along with certain tests such as descriptive analysis and correlation analysis in SPSS software. All the 
research objectives were met during the research. However, the research would have been stronger if the 
sample size would have been larger and if it would have been conducted on a large scale to increase the 
generalizability of the research. 
Keywords: Transaction Screening, online money transfers, customer experience, banking, money 
laundering and customer satisfaction.

There has been a an increase in the use of technology from the past few decades. Technology has been a boon 
and a curse to humankind. It has made life easy for the humans in many ways and one of the benefits is online 
banking. Though online banking has made our lives easier, it comes with a lot of challenges. There are huge 
risks involved with online that can disrupt the brand image of the financial institutions and cause huge losses 
in the capital market (Raghavana and Partibhan, 2016). Banking and financial sector is considered to have 
the maximum fraud cases according to the ACFE Report of 2018 (Dorris, 2018). Various financial crimes 
such as money laundering, terrorist financing, cybercrimes, smuggling, illegal financing of weapons and 
drugs, corruption, bribery, among many others occur in the case of online banking (Isa et al., 2015; Pan, 
Zhung, & Wu, 2020). From the following crimes, money laundering is considered to be the most crucial 
challenge for the financial institutions as it gives rise to other crimes. Money laundering is referred to as an 
illegal process of acquiring money from the financial institutions or its customers and giving it an appearance 
that it is obtained from a legitimate source (Nobanee and Ellili, 2017). The United Nations Office on Drugs 
and Crime has mentioned that globally, USD $800 billion to USD $2 trillion are laundered, which contributes 
to approximately 2.5% of the global Gross Domestic Product (GDP) (Ragnhild Johansen, 2019). The money 
laundering scandal of HSBC Bank made them pay a fine of $1.9 billion to the regulators as there was a lack 
of implementation of compliance strategies that can prevent crimes like money laundering (Ross, 2019).

It is very important to implement these strategies properly as the money laundering and terrorist financing 
risks are increasing daily. The banks need to increase the training of employees about the AML/CTF 
regulations to ensure that they are aware of these risks. The cases that have been mentioned by Ross (2019) 
and Battersby (2020) have focused on the need of increasing internal control as the banks were fined due to 
poor internal control and compliance strategies. If these strategies and regulations are implemented effec-
tively then it can increase the financial security of the organisation as well as reduce the number of finan-
cial risks faced by them. However, while implementing these strategies, they have to ensure customer 
satisfaction. 
The financial institutions goes out of their ways to implement the AML/CTF/KYC compliance strategies to 
combat various financial crimes so that customer financial and security is ensured. However, while imple-
menting the strategies, customer satisfaction is affected. For instance, the banks sometimes carry out false 

1.1. Context of the study

Problem Statement 
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1.2. Aim

1.3. Research Objectives

Review of Literature
Financial Crimes in the Banking Sector 

1.4. Research Questions

transaction screenings and the technologies of AML/CTF compliance produce false automated results that 
has a direct impact on the customer satisfaction (Barry Johnston and Carrington, 2006; Arner et al., 2018). 
The financial institutions should be careful while implementing strategies as sometimes they raise 
challenges for the customers who are trying to have legitimate business (Barry Johnston and Carrington, 
2006). KYC Compliance requires carrying out repetitive checks of personal details or transaction details 
with the customers that has led to poor customer satisfaction (Pattan, 2019). Even in the UAE, the banks 
have faced issues such as similarity in names, identifying beneficial owners, politically exposed individu-
als, source of financing, Islamic banking, among others in the UAE for customers regarding implementing 
compliance in the banks (El Yacoubi, 2020). Hence, it is very important for the banks to implement risk 
management strategies in such a way that customer satisfaction is not affected. If these screenings are not 
carried out effectively then it disrupts the trust among the stakeholders of the bank and can also lead to 
brand image disruption. Hence, to analyse these challenges, following research aim and objectives are 
established.

The primary aim of the research is to analyse the challenges in transaction screening for online money 
transfers and its effect on the customer experience in the UAE.

The research objectives are outlined as follows: 
1. Identify the challenges in transaction screening for online money transfers in listed multinational bank 

corporation based in the UAE.
2.    Analyse the current risk management practices that are being carried out in the UAE bank to detect 
fraudulent online money transfers.
3.     Quantify the customer experience as it is affected by the challenges in transaction screening for online 
money transfers in the UAE bank.
4.    Recommend approaches that can be implemented in the UAE bank for efficient transaction screening.

The research questions are outlined as follows:
1. What are the challenges faced by the UAE banks in case of screening transactions for online money 

transfers?
2.    How are the UAE banks implementing the current risk management practices to detect fraudulent 
online money transfers?
3.    How are the customers getting affected by the challenges faced by the UAE banks in case of transac-
tion screening for online money transfers?
4.    What approaches can be used by the UAE banks for efficient transaction screening?

Since the beginning of the financial industry, it has been plagued by the crimes that occur related to finance. 
The crimes occurring in the finance sector are the highest occurring crimes compared to any other sector 
(Freeman, 2010). The author also states that financial crimes have been occurring on such a large scale that 
they cannot be overlooked in any case. The financial markets have emerged as the main base for the criminal 
activities that are affecting the financial institutions and customers. Financial crime can be defined as the 

illegal use of someone else’s finances and involving breach of trust as well as hiding under the identity of 
someone (Pickett & Pickett, 2002). There are various types of crimes that are occurring in the banking sector 
such as money laundering, terrorist financing, identity theft, corruption, cyber crimes, and illegal transfer of 
funds, among other (Parthiban & Manor, 2014). The following mentioned financial crimes have affected 
many banks and customers all around the world.
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1.1.1  Terrorist Financing

1.1.2 Cybercrimes  

1.1.3 Identity Theft   

Risk Management Techniques to combat Financial Crimes

Money Laundering 

Since the beginning of the financial industry, it has been plagued by the crimes that occur related to finance. 
The crimes occurring in the finance sector are the highest occurring crimes compared to any other sector 
(Freeman, 2010). The author also states that financial crimes have been occurring on such a large scale that 
they cannot be overlooked in any case. The financial markets have emerged as the main base for the criminal 
activities that are affecting the financial institutions and customers. Financial crime can be defined as the 

Money laundering is the most frequently occurring criminal activity globally in the finance and banking 
sectors (Jackie, 2004). In addition, the author also states that money laundering involves moving and hiding 
assets that are considered illegal. Money laundering can be referred to as the illegal transfer of funds from 
any financial institutions or customers’ accounts and making it appear as it is coming from an actual source 
(Nobanee & ELLILI, 2017). Money laundering takes place in various forms such as fraud, illegal transfer of 
funds, human trafficking, corruption, smuggling, illegal financing of weapons, money theft, and drug distri-
bution among many such forms (R.J, 2016). Money laundering can be discussed in 3 stages: the first stage is 
the placement stage when the launderers move the funds from one account to another in any form. The 
second stage is the layering stage where the tracing of money is disguised to eradicate the direct link with the 
committed crime. Finally, the third stage is the integration stage where the criminal gets the laundered money 
in any other form that can be used for their personal purposes (Schneider & Windischbauer, 2008). 

Terrorist financing is a serious financial crime that affects the financial institutions, the economy of the coun-
tries, and also people around the world. It can be referred to as collecting funds to support and encourage 
terrorist activities that can harm the countries and their people (Myres, 2012). In addition, the author also 
states that the resources needed for these activities are obtained from the different types of environments they 
operate in, such as political, social, and economic. All these activities are extremely dangerous and the Finan-
cial Action Task Force (FATF) takes precautionary measures to combat these financial activities. 

Cybercrime can be referred to as an illegal virtual activity that is conducted through electronic networks 
globally that cause harm to personal details of anyone (Thomas, et al., 2000). Ali (2019) mentions some of 
the most common cybercrimes in GCC countries such as phishing attack, Denial of Services (DoS) attack, 
malware, hacking, and online banking frauds, credit, or debit card frauds, and many others. These crimes can 
spoil the brand image of a bank and being an inconvenience to its customers.

Identity theft can be referred to as a process of getting information on certain activities and carry out illegal 
activities on that person’s identity (Anderson, et al., 2008). People nowadays post too much personal infor-
mation that makes it easy for criminals to get that information and carry out these kinds of illegal activities. 
Identity theft causes an impact on the victims such as financial losses or psychological and emotional impact 
(Roberts, et al., 2013). 

To combat against crimes such as money laundering, terrorist financing, identity theft, and cybercrimes; 
banks and other financial institutions have implemented AML, CTF, Know Your Customer (KYC), Custom-
er Due Diligence (CDD), and other such approaches to combat the financial crimes (Chaikin, 2009). 

illegal use of someone else’s finances and involving breach of trust as well as hiding under the identity of 
someone (Pickett & Pickett, 2002). There are various types of crimes that are occurring in the banking sector 
such as money laundering, terrorist financing, identity theft, corruption, cyber crimes, and illegal transfer of 
funds, among other (Parthiban & Manor, 2014). The following mentioned financial crimes have affected 
many banks and customers all around the world.
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Anti-Money Laundering 

Combat Terrorist Financing 

Lack of Awareness of AML/CTF/KYC/CDD standards and
regulations among customers  

Customer Satisfaction 

Methods

Research Design

Sample

Challenges faced while implementing Risk Management Techniques:

It is necessary to combat terrorist financing in order to avoid the terrorist activities that are carried out in the 
world in which the countries and its people get affected. United Nations Security Council has adopted resolu-
tions on terrorist financing that outlines terrorism as an international threat to peace and security around the 
world (United Nations , 2019). 

It is important for the customers to understand the guidelines and regulations that are related to AML, CTF, 
KYC, and CDD as the lack of awareness among customers can cause challenges for the financial institutions 
in implementing these regulations. For instance, a study conducted by Viritha & Mariappan (2016) observed 
that there is a low level of awareness among the customers regarding AML and CTF frameworks. However, 
customers knew about the KYC process but many of them were not aware of its importance. The customers 
also provide false information regarding their financial assets that can affect the screening process of the 
banks Viritha & Mariappan (2016). 

Customers have shown frequent dissatisfaction while dealing with the KYC procedures in the banks. For 
instance, customers have outlined the huge amount of paperwork that is involved in the KYC process, under-
standing the details regarding KYC process, banks blocking the accounts due to delayed submission of KYC 
documents, and the inconvenience of transferring accounts from one branch to another (Viritha & Mariap-
pan, 2016). 

In the current research, the researcher is mainly focused on measuring the customer experience which is 
affected due to transaction screenings that are carried out by the banks for detecting and identifying any 
fraudulent online money transfers. As the research is primarily focused on quantifying the customer experi-
ence, the researcher selected the positivist research philosophy to guide this research. It also helped in 
collecting objective data on how customer experience is affected when these procedures are being imple-
mented.

As the current research is based on collecting objective data which is quantifying and analyzing the impact 
of bank activities on customer experience in the UAE, the researcher has selected a deductive approach. The 
current research is focused on the quantitative research method, a survey was conducted.

In the current research, simple random sampling is selected. The total population for the research is the bank 
employees who are working in the compliance department, senior management authorities, managers, AML 
officers, and employees who are carrying out any type of compliance procedures. There are many employees 

FATF has outlined the importance of risk-based approaches for countries and its financial institutions to 
prevent money laundering in form of AML regulations or frameworks (FATF, 2020). In addition, it also 
mentions that countries should identify, assess, and understand financial risks that occur in the financial 
institutions to prevent such crimes and increase the safety for banks as well as the customers. 
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Data Collection 

Ethical Considerations

Data Findings and Analysis
Demographics of the Respondents 

in the UAE banks hence the researcher has considered that the total population is 1000000. According to a 
table developed by Krejcie and Morgan in 1970, an ideal sample for this total population is 384. Therefore, 
for the current research, the researcher sent the survey to 120 participants randomly based on the random 
sampling probability method. The survey form was only sent to 120 people due to the current situation of 
pandemic and time issues.

As the current research is using a quantitative research method, a survey was conducted. Initially, a question-
naire was prepared and then it was exported in Google Forms. The link of the survey form was then sent to 
120 bank employees who are implementing any compliance procedures. For the current research, a 
five-point Likert scale was used. For questions regarding implementing the compliance and diligence proce-
dures, 1 was represented by 'Very Rarely' and 5 was represented by 'Always'. The questions that were asked 
in the context of the customer experience, 1 was represented by 'Not Comfortable' and 5 represented 'Very 
Comfortable'.

The researcher ensured that the participants who are participating in the research should not feel threatened 
or fearful while participating in the research. Also, the researcher ensures that no type of physical, financial, 
social, or psychological harm is done to the participants as it is very important to maintain their safety. 
Further, for the present research, the researcher developed a consent form at the beginning of the survey, so 
after they agreed with it, they could start the survey. The researcher also took approval from the banks in 
which the employees were working in so that the employees felt comfortable about participating in the 
survey.

A survey was conducted and sent to a total of 120 people, out of which 50 responses were received by the 
researcher. All the 50 responses were from the employees of the banking sector who were aware of the 
compliance regulations and frameworks that are implemented by the banks. Also, the banks’ employees 
were aware of the challenges that were faced by the customers while the banks screen their transactions for 
compliance regulations. This helped the researcher in quantifying the customer experience as it is affected 
by the challenges in transaction screening for online money transfers in the UAE bank.
Furthermore, discussing the demographics of the respondents, out of total 50 respondents, it was found that 
52% (n=26, N=50) were male respondents and 48% (n=24, N=50) of respondents were female respondents 
out of total respondents as mentioned in table 1 and figure 1. Furthermore, the age distribution is mentioned 
in figure 2 which explains that 8% (n=4, N = 50) were below 30 years, 52% (n=26, N=50) were 31 to 40 
years old, 22% (n=11, N=50) were 41 to 50 years old, and lastly 18%(n=9, N=50) were 51 years and above.  

52%48%Male

Female

8%

18%

22%

52%

Below 30 Year old
31-40 years old
41-50 years old
51 years old and above

Figure 3: Gender Distribution      Figure 4: Age Distribution
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Figure 5: Nationality Distribution

Figure 6: Experience in Organisation Distribution

Furthermore, a large number of Asian employees responded to this survey. As mentioned in table 1 and 
figure 3, it can be observed that 62% (n=31, N=50) respondents were Asians, 12% (n=6, N=50) were 
Europeans, 12% (n=6, N=50) were Emiratis, 8% (n=4, N=50) were North Americans,4% (n=2, N=50) 
were other MENA nationals, and 2% (n=1, N=50) was an African.

In addition, from the data of the respondents, it was observed that, maximum employees were experienced 
and had minimum more than 3 years of experience of working in a bank as represented in figure 4 and 
table 1. 70% (n=35, N=50) of the respondents had more than 10 years of experience and 30% (n=15, 
N=50) of the respondents had 3 to 10 years of experience.

In addition, the type of post in the organisation was also covered in the demographics. As mentioned in figure 
5 and table 1, 4% (n=2, N=50) of the respondents belonged to the senior management category, 6% (n=3, 
N=50) belonged to the mid senior management category, 22% (n=11, N=50) belonged to the bank employ-
ees’ category, 28% (n=14, N=50) belonged to the Middle Management – Sr. Managers category, and 40% 

 

Na�onality
African

Asian

Emira�

European

North American

Other MENA Na�onals

62%
12%

4%

12%

2%

8%
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Figure 7: Type of Post in the Organisation Distribution

Table 1: Demographics Information

(n=20, N=50) belonged to the Operational Management – Asst. Managers, Team Leaders, Supervisory 
Cadre category. Hence, it can be observed that the most common respondents were managers, team leaders, 
or supervisors. Also, all the employees worked in compliance department of the banks. 

The following table 1 is a representation of demographics data. 

Gender  

Distribution Frequency  Percent   

Male  26 52 

Female  24 48 

   
Age 

Distribution Frequency  Percent   

Below 30 years old 4 8 

31 – 40 years old 26 52 

41 – 50 years old 11 22 

51 years old and above 9 18 

   
Nationality  
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1.2  Descriptive Analysis  

Distribution Frequency  Percent   

African 1 2 

Asian 31 62 

Emirati 6 12 

European 6 12 

North American 4 8 

Other MENA Nationals 2 4 

   
Experience In the Organisation 

Distribution Frequency  Percent   

10 years and above 35 70 

3 – 10 years 15 30 

Below 3 years 0 0 
   

Type of Post in the Organisation  
Distribution Frequency  Percent   

Bank Employee 11 22 

Mid Senior Management – Associate 

V.P., Deputy V.P. 3 6 

Middle Management – Sr. Managers14 14 28 

Operational Management – Asst. 

Managers, Team Leaders, Supervisory 

Cadre. 20 40 

Senior Management – Sr. Vice President. 2 4 

Total  50 100 

The mean of the collected responses is to be calculated which helped the researcher to analyze the average 
value that is calculated of the total responses. Furthermore, the standard deviation is to be calculated which 
helped the researcher to measure and understand the dispersion of the collected data set relative to the 
average value (mean value) of the data. From table 2, it can be observed there were 16 items that were 
labelled as Q1 to Q16 and description of these items is given in appendix 2. The mean of item Q1 was 4.44 
(SD=0.644) which indicated that the banks were highly confident about their regulatory framework being 
compliant with the international compliance regulations and standards. Furthermore, the mean of item Q2 
was 3.68 (SD=1.019) which indicated that the banks very frequently rely on screening transactions of the 
customers to identify risks such as money laundering, terrorist financing, or identity theft. The mean of item 

Q3 was 4.32 (SD=0.768) which showed that banks highly rely on using specialized software to screen trans-
actions of the bank customers to identify financial risks. The mean of item Q4 was 3.66 (SD=0.658) which 
indicated that false positives are very frequently generated while transaction screening for money laundering 
risks. The mean of Q5 and Q6 was 3.38 (SD=0.780) and 3.18 (SD=0.774) which portrayed that false positive 
are occasionally generated while transaction screening for terrorist financing and identity theft risks respec-
tively. The mean of item Q7 was 3.68 (SD=0.683) which indicated that customers frequently provide valid 
documents during the KYC process. The mean of item Q8 was 3.90 (SD=0.931) which indicated that the 
customers are frequently made aware of compliance processes being carried out in the banks. The mean of 
item Q9 was 3.12 (SD=1.154) which indicated that the customers react in a bad manner to the false positives 
that are generated during the AML/KYC/CTF process. The mean of item Q10 was 3.08 (SD=0.528) which 
indicated that customers occasionally show worse behaviour to the generated false positives during the 
compliance procedures. The mean of item Q11was 3.04 (SD=0.669) which indicated that the customers 
occasionally make complaints regarding the generated false positives during the compliance procedures. The 
mean of item Q12 was 3.26 (SD=0.723) which indicated that the banks occasionally face challenges while 
screening transactions of international customers. The mean of item Q13 was 3.58 (SD=0.835) which 
indicated that customers show a neutral behaviour to the bank's compliance frameworks and standards. The 
mean of item Q14 was 4.00 (SD=0.990) which indicated that employees get trained once a year regarding the 
implementation of compliance procedures. The mean of item Q15 was 3.38 (SD=1.028) which indicated that 
the customers are comfortable to share personal information with the banks during the KYC process. The 
mean of item Q16 was 3.64 (SD=0.722) which indicated that increased expectations of regulatory standards 
have become a challenge frequently for the banks while implementation of the compliance procedures.
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Table 2: Descriptive Analysis  

The mean of the collected responses is to be calculated which helped the researcher to analyze the average 
value that is calculated of the total responses. Furthermore, the standard deviation is to be calculated which 
helped the researcher to measure and understand the dispersion of the collected data set relative to the 
average value (mean value) of the data. From table 2, it can be observed there were 16 items that were 
labelled as Q1 to Q16 and description of these items is given in appendix 2. The mean of item Q1 was 4.44 
(SD=0.644) which indicated that the banks were highly confident about their regulatory framework being 
compliant with the international compliance regulations and standards. Furthermore, the mean of item Q2 
was 3.68 (SD=1.019) which indicated that the banks very frequently rely on screening transactions of the 
customers to identify risks such as money laundering, terrorist financing, or identity theft. The mean of item 

Q3 was 4.32 (SD=0.768) which showed that banks highly rely on using specialized software to screen trans-
actions of the bank customers to identify financial risks. The mean of item Q4 was 3.66 (SD=0.658) which 
indicated that false positives are very frequently generated while transaction screening for money laundering 
risks. The mean of Q5 and Q6 was 3.38 (SD=0.780) and 3.18 (SD=0.774) which portrayed that false positive 
are occasionally generated while transaction screening for terrorist financing and identity theft risks respec-
tively. The mean of item Q7 was 3.68 (SD=0.683) which indicated that customers frequently provide valid 
documents during the KYC process. The mean of item Q8 was 3.90 (SD=0.931) which indicated that the 
customers are frequently made aware of compliance processes being carried out in the banks. The mean of 
item Q9 was 3.12 (SD=1.154) which indicated that the customers react in a bad manner to the false positives 
that are generated during the AML/KYC/CTF process. The mean of item Q10 was 3.08 (SD=0.528) which 
indicated that customers occasionally show worse behaviour to the generated false positives during the 
compliance procedures. The mean of item Q11was 3.04 (SD=0.669) which indicated that the customers 
occasionally make complaints regarding the generated false positives during the compliance procedures. The 
mean of item Q12 was 3.26 (SD=0.723) which indicated that the banks occasionally face challenges while 
screening transactions of international customers. The mean of item Q13 was 3.58 (SD=0.835) which 
indicated that customers show a neutral behaviour to the bank's compliance frameworks and standards. The 
mean of item Q14 was 4.00 (SD=0.990) which indicated that employees get trained once a year regarding the 
implementation of compliance procedures. The mean of item Q15 was 3.38 (SD=1.028) which indicated that 
the customers are comfortable to share personal information with the banks during the KYC process. The 
mean of item Q16 was 3.64 (SD=0.722) which indicated that increased expectations of regulatory standards 
have become a challenge frequently for the banks while implementation of the compliance procedures.

Item Statistics 

  Mean of the 
Item Std. Dev. of the 

Item Number of 
Responses 

Q1 4.44 0.644 50 

Q2 3.68 1.019 50 

Q3 4.32 0.768 50 

Q4 3.66 0.658 50 

Q5 3.38 0.780 50 

Q6 3.18 0.774 50 

Q7 3.68 0.683 50 

Q8 3.90 0.931 50 

Q9 3.12 1.154 50 

Q10 3.08 0.528 50 

Q11 3.04 0.669 50 

Q12 3.26 0.723 50 



15  |   Westford Research Journal 2022 | Volume 2 Issue 1

1.3 Reliability Analysis 

1.4 Correlation Analysis  

Table 3: Cronbach’s Alpha Value 

SPSS was used to conduct reliability analysis to check the collected data reliability. Cronbach’s alpha test 
was conducted in SPSS which ensured the reliability of the items that are considered in the data. 0 to 1 is the 
range value for Cronbach’s alpha. However, 0.6 or more than that is a threshold and an acceptable Cron-
bach’s alpha value. If the Cronbach’s alpha value is greater than 0.6, it shows that the items are interrelated 
with each other and portrays that the internally collected data is consistent. After conducting the Cronbach’s 
alpha test in SPSS, total Cronbach’s alpha value was 0.633 as represented in table 3.

Two tailed Pearson correlation analysis was conducted in SPSS to analyse the correlation of two aspects or 
variables and determine and measure the linear correlation that exists among two aspects that are considered 
in this research. The current research two main objectives were to analyse the current risk management 
practices that are being carried out in the UAE bank to detect fraudulent online money transfers and quantify 
the customer experience as it is affected by the challenges in transaction screening for online money transfers 
in the UAE bank. The correlation among the two aspects was measured and analysed to identify if the 
challenges faced by the UAE banks while conducting transaction screening affects the customer experience 
or not. The conducted correlation analysis is represented in table 4 which highlights the type of correlation 
that exists between the challenges and customer experience. 

Q13 3.58 0.835 50 

Q14 4.00 0.990 50 

Q15 3.38 1.028 50 

Q16 3.64 0.722 50 

Reliability Statistics 

Cronbach's Alpha N of Items 

0.633 16 

Correlations 
  

 

Customer 

Experience 

Pearson Correlation 1 .380** 

Sig. (2-tailed)  0.006 

N 50 50 

Challenges faced 
by banks while 

transaction 
screening

 

Pearson Correlation .380** 1 

Sig. (2-tailed) 0.006  

N 50 50 
**. Correlation is significant at the 0.01 level (2-tailed). 

 

Challenges faced by
banks while transaction
screening  Customer Experience 
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1.5 Core Strategies that the Bank must adopt to become a Stronger and a
Pro-Active Banking Institution

1.5.1 Adoption of Latest Technologies 

1.5.2 Providing Effective Training 

It can be observed in table 4 that there is a significant correlation between the two aspects that is customer 
experience of the UAE bank customers and challenges faced by the UAE while conducting online screening 
of customer transactions. A high correlation was observed between the challenges and customer experience 
(r = 0.380, p < 0.01). 

The participants in the survey were asked about what core strategies could be implemented by the banks that 
it could become a stronger and proactive banking institution. The main strategies that were highlighted were 
as follows:   
• Adoption of latest technologies
• Providing effective training  
• Hiring compliance skilled employees 
• Providing effective customer service
• Making strong KYC framework and robust transaction screening
These recommendations and strategies are discussed in the following sections, also, this survey question was 
developed to meet the research objective that was to recommend approaches that can be implemented in the 
UAE bank for efficient transaction screening. Each of the strategies are discussed below.

Technology plays an important role in conducting transaction screening of customers. The banks use special-
ized software to identify financial risks that can occur in the transactions being carried out by the customers. 
Automated technologies help the banks to identify any financial crimes like money laundering or identity 
theft in transaction screenings. Furthermore, the automated technologies can also help the banks in making 
the KYC process entirely automated. 13 out of 50 responses have mentioned that the banks should imple-
ment effective and automated technologies that can decrease the challenges faced by the banks while screen-
ing transactions. In addition, technology should be highly reliable and advanced that can also decrease the 
generation of false positives. In regards to this, Khan (2020), Viritha and Mariappan (2016), and Beaumier 
and Hatfield (2020) have mentioned that the banks should implement technologies that can decrease the 
financial risks identify any fraudulent activity that will put the bank or customer safety at risk.

Training is an important aspect for the employees of any organisation as it helps them to further enhance their 
skills and improve the efficiency, productivity, and performance of the organisation and themselves. Training 
related to compliance is very important for the employees as they can further implement those compliance 
procedures, policies, and regulations, also, deliver effective services to the customers. 14 respondents have 
mentioned that providing effective training to the employees can ensure effective implementation of compli-
ance regulations and procedures in the UAE banks. In regards to this, Beaumier and Hatfield (2003), Omar 
et al. (2015), and Sullivan (2015) have highlighted the importance of training and increasing the awareness 
regarding compliance procedures in the banks. Also, compliance training empowers and helps the banks or 
financial companies to work securely and productively, and compliance in the banks guarantees that the work 
environment keeps up the compliance laws and guidelines being followed in the organisation.
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1.5.3 Hiring Compliance Skilled Employees

1.5.4 Providing Effective Customer Service

1.5.5 Making Strong KYC Framework and Robust Transaction Screening

Skilled employees are a significant part of an organisation as they increase the productivity and performance 
of the firm. Compliance is a very important department of financial centres as it monitors the financial risks 
that can occur for the organisation and put the financial safety of their customers at risk. However, monitor-
ing these transactions and following compliance guidelines and regulations require efficient skills. Hence, 9 
respondents mentioned that hiring efficient skilled employees is important for the banks as they will carry out 
the compliance tasks effectively and efficiently. In regards to this, Sullivan (2015) and Viritha and Mariappan 
(2016) have mentioned that hiring compliance skilled employees will allow them to train other employees 
regarding the compliance procedures, guidelines, and frameworks. It will reduce the unethical tasks happen-
ing in the banks as skilled employees would be able to identify financial crimes like identity frauds and 
others.  

As mentioned above, the challenges faced by the banks while screening transactions can affect the customer 
experience and service. The banks aim and try to provide the best services to the customers to increase the 
brand image reputation and competitive advantage. If the compliance team keeps on generating false 
positives, then it might affect customer service. Hence, 5 of the respondents mentioned that it is important to 
provide effective customer service so that the customers are satisfied with the banks. In regards to this, John-
ston and Carrington (2006) and Arner et al. (2018) have mentioned that the banks should not compromise on 
providing effective customer service so that the customers can cooperate when the banks are screening trans-
actions of the same. Also, effective screening of transactions will also increase the level of service provided 
to the customers and can increase the level of trust between the banks and customers.

The KYC procedures are highly significant in the banks as they help the banks to establish the identities of 
the customers, identify risks in funds of the customers, analyse money laundering risks by focusing on the 
transactions done by the customers. 8 respondents mentioned that banks should have strong KYC framework 
and robust transaction screening to increase the performance of the banks. One of the respondents mentioned 
that banks should have a strong and effective customer identification program which will help the banks to 
implement AML and CTF procedures. In regards to this, Rajput (2013) and Arasa (2015) have mentioned 
that strong KYC framework can help the banks establish security for the customers. Also, strong KYC 
framework and robust transaction screening can help the banks to carry out effective compliance and main-
tain security as well as ensure that there are no money laundering activities done by the customers of the 
banks. Also, a strong KYC framework can help the banks in mitigating the risks that are associated with the 
customers and their accounts. A strong KYC framework will also help the banks to authenticate customers 
and place customers in risk categories according to their transactions and with time, the banks will screen the 
customers and place them in high-risk categories if they identify that they are carrying out high-risk transac-
tions. 
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Research Limitations 

The banks are financial institutions that are always at high financial risks such as money laundering, terrorist 
financing, identity theft, cybercrimes, smuggling, illegal financing of weapons and drugs, corruption, 
bribery, and other financial crimes. The banks implement high-end technologies to prevent such risks and if 
the banks implement these technologies effectively then it can increase brand image reputation and competi-
tive advantage for the banks. Furthermore, the banks implement AML and CTF procedures to combat money 
laundering and terrorist financing risks.  In addition, the banks also implement compliance and diligence 
procedures such as KYC and CDD which helps the banks to identify the actual details of their customers to 
ensure privacy, financial stability, integrity, and transparency of the banks. The UAE government has 
imposed strict compliance and diligence rules for the banks and financial institutions to ensure financial 
safety and security of the customers. The banks implement AML/CTF/KYC/CDD procedures and for that 
they screen transactions of the customers. However, the banks sometimes generate false positives and 
automated results that can negatively impact the customer satisfaction and service. These screenings can 
disrupt the trust between the stakeholders of the banks and customers and further impact the banks brand 
image and competitive advantage. Hence, the primary aim of the current research is to analyse the challenges 
in transaction screening for online money transfers and its effect on the customer experience in the UAE. In 
regards to this, the research aimed to achieve research objectives such as identifying the challenges in trans-
action screening for online money transfers, analysing the current risk management practices, quantifying the 
customer experience that is affected by the challenges in transaction screening, and recommend approaches 
that can be implemented in the UAE bank for efficient transaction screening. The first research objective was 
met as challenges faced by the banks such as lack of awareness of these compliance procedures, decreased 
customer satisfaction, challenges in screening transactions of international customers, and generating false 
positives. The second research objective was met as the researcher identified current risk management 
practices such as AML, CTF, KYC, and CDD framework, procedures, and regulations. The third research 
objective was also met as the researcher quantified the customer experience and it is affected by the challeng-
es faced by the banks in the UAE. The findings of these banks and customer experience have been presented 
in appendix 3. The fourth research objective was also met as the researcher mentioned some core strategies 
that can be implemented in the UAE banks for efficient transaction screening. Also, as highlighted in the 
correlation analysis, it was observed that there is a significant correlation between the challenges faced by the 
banks and customer experience which indicates that if the UAE banks face issues like generating false 
positives and poor transaction screening then the customer experience will be impacted negatively and vice 
versa.

The current research was conducted with the UAE banks and the researcher spent the survey form to 120 
participants, out of which only 50 responses were collected due to the current pandemic situation and time 
issues. This is one of the limitations of the research as it is a small sample size that has been considered for 
the research. Also, the research was only conducted with the UAE banks which reduces the generalizability 
of the research. the current research only focused on two aspects, however, the research could have been 
more effective if control variables such as performance of the bank employees and bank size should have 
been considered.
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service by ensuring that effective services are being provided to the customers. The banks will be more 
involved in training all the employees of the organisation to increase the efficiency of the employees and 
make them aware of the compliance procedures. The research will also help the banks in developing a strong 
KYC framework which will enhance the implementation of compliance regulations and standards. In 
addition, the research can increase the performance of the banks and reduce the financial risks happening in 
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